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A Hybrid Method of Feature Extraction for Signatures Verification
Using CNN and HOG a Multi- Classification Approach
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Abstract: The goal of signature verification is to accurately differentiate between genuine and forged signatures
in the context of biometric authentication. For efficient signature verification, this paper proposes a hybrid
method of feature extraction that draws on the strengths of Convolution Neural Networks (CNN) and Histogram
of Oriented Gradients (HOG). From raw signature images, the CNN is used to automatically learn deep, abstract
features that capture intricate patterns and structures. At the same time, HOG is used to extract local shape and
gradient information, which are crucial for distinguishing between genuine and forged signatures' subtle
variations. By consolidating these integral elements, our methodology improves the discriminative force of the
check framework. To classify signatures into genuine and various kinds of forgeries, a multi-classification
strategy is used, providing a robust solution for applications in the real world. Extensive testing on benchmark
signature datasets demonstrates that the proposed hybrid method achieves superior verification accuracy and
robustness over conventional feature extraction techniques and cutting-edge methods. Advanced signature
verification systems will be possible thanks to this work, which contributes to improved authentication and
security procedures.
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I. INTRODUCTION
Regardless of the progress of CNNs in different picture

Signature verification stands out as a widely accepted
and non-intrusive method of identity validation in the
field of biometric authentication. Due to their
individuality, signatures have traditionally been used to
verify identities in a variety of financial and legal
documents. However, as sophisticated forgery
techniques have emerged, the requirement for robust
and precise signature verification systems has
increased significantly. Although they are effective to
a certain extent, traditional signature verification
methods frequently fail to distinguish between genuine
signatures and sophisticated forgeries because they
heavily rely on handcrafted features and statistical
analysis. More automated and reliable methods are
now possible thanks to recent advances in computer
vision and machine learning. Convolution neural
networks (CNN), which can learn complex patterns
and representations from raw image data, have
emerged as a powerful feature extraction tool in this
context.

www.swanirmanconsultancy.in

acknowledgment undertakings, they in some cases
battle with  catching fine-grained  subtleties
fundamental for separating among certifiable and
produced marks.

We propose a hybrid approach to circumvent this
restriction that combines the robust local feature
extraction of Histogram of Oriented Gradients (HOG)
with the deep learning capabilities of CNNss.

II. RELATEDWORK

N. M. N. Tahir. Adam, U. I. K. Bature A. I, Abubakar,
and Gambo,[1] In this paper, some arrangement of
basic formed mathematical elements are utilized in
accomplishing disconnected Check of marks. These
elements incorporate Standard Inclination Point
(BSA), Viewpoint Proportion (AR), and Standardized
Region (NA), Focus of Gravity as well as the line's
Slant that joins the Focal point of Gravities of the
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mark's picture two parts. A signature preprocessing is
required prior to the features extraction to separate its
components and eliminate any available spurious
noise. With the most noteworthy accomplished
exhibition of 82.50% and insignificant preparation
season of around 10 minutes.

A. B. D. Jagtap D. R. Sawat. S. R, Hegadi, and S.
Hegadi, [2] The proposed work uses a Convolution
Neural Network as a sub network for the proposed
system to represent a Siamese neural network. In the
Siamese network, an embedding vector is produced. In
order to increase the robustness of this vector, we
proposed including some statistical measures that are
calculated on the embedding vector itself. The
proposed network outperform the cutting edge brings
about terms of exactness, FAR (Floor region
proportion) and FRR(False Dismissal Rate (FRR).

F. M. F, Alsuhimat, and S. Mohamad[3] With input
data from the USTig and CEDAR datasets, we
proposed a long short-term memory (LSTM) neural
network model for signature verification. Our model's
prescient capacity is very remarkable: The order
precision proficiency LSTM for USTig was 92.4%
with a run-season of 1.67 seconds and 87.7% for
CEDAR with a run-season of 2.98 seconds. The offline
signature verification methods K-nearest neighbor
(KNN), support vector machine (SVM), and
convolution neural network (CNN) all fall short of our
proposed method.

M. Ajij, S. S. Pratihar R. T. Nayak. D., Hanne, and S.
Roy[4] In this paper, a clever list of capabilities is
presented in light of semi straightness of limit pixel
runs for signature check. From the signature boundary
pixels, we use elementary combinations of directional
codes to extract the quasi-straight line segments, and
then we extract the feature set from various quasi-
straight line classes. A robust feature set for the
verification of signatures is provided by the quasi-
straight line segments, which combine small curvatures
with straightness. The model's accuracy may also be
enhanced by this curvature information.

F. E. M. Batool M. Attique K. Sharif Javed, M. Nazir,
A. A. Z. Abbasi N, Igbal, and The multi-level features
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fusion and optimal features selection based automatic
technique for OSV are proposed in this work by
Riaz[5]. Eight geometric features and 22 Gray Level
Co-occurrences Matrix (GLCM) values are derived
from pre-processed signature samples for this purpose.
A novel parallel approach based on a high-priority
index feature (HPFI) combines these features.

Additionally, the skewness kurtosis controlled PCA
(SKcPCA) method, which selects the best features for
final classification into forged and genuine signatures,
is proposed. The review demonstrated a 100 percent
testing precision of dataset. This study demonstrates
that wireless machine-to-machine communication is
feasible and will be in the technology of the future.

B.H. In this paper, Shekar, Wincy Abraham, and
Bharathi Pilar [6] propose an effective method for
combining CNN and SVM for signature verification.
The dataset used in this study is the Cedar dataset,
which contains 2640 signature images of 55
individuals. Since it is an essayist subordinate
technique, the certifiable and produced signature
pictures of every individual are utilized independently
for preparing and testing. CNN (Convolution Brain
Organization) is utilized here just for highlight
extraction and SVM is utilized for classification. The
input pictures are provided to the CNN input layer and
the element extricated, which is the down sampled
convolution of the 9X9 piece introduced to 1, sliding
across the picture.

III. METHODOLOGY

The proposed methodology's block diagram is shown
in Figure, which depicts the proposed system. All
images of signatures go through the preprocessing
phase prior to training. The sCNN (Shallow
Convolutional Neural Network) block receives
preprocessed signature images. The sCNN is prepared
over the preparation pictures with the boundaries. The
Removed elements from sCNN are taken care of to a
soft max classifier. We have a trained model at the end
of the training and classification phase, and the
threshold is used to verify the test signature image
using that trained model.
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Fig 1: System Architecture

A.  Data Collection

The experimental procedure made use of the (UTSig)
and CEDAR datasets. As shown in Figure 2, the UTSig
dataset has 115 classifications, including authentic
signatures (27), oppositehand forgeries (three), easy
forgeries (36), and skill forgeries (six). There is a real
person assigned to each class. Signing up for UTSig,
students from the Sharif University of Technology and
the University of Tehran had their signatures scanned
at 600 dpi and saved as 8-bit Tiff files. A sum of (1350)
signature photographs from the UTSig dataset were
used in this review to prepare a set that included 50
genuine marks and every one of the six masterfully
manufactured marks. We tested our classification
method on 300 signature photos and chose expert
forgeries because they are harder to spot than other
types of forgeries. The CEDAR data collection
included the signatures of 55 signers from various
professional and cultural backgrounds. Every one of
these under writers confirmed 24 records at time
periods minutes. Each forger attempted to replicate the
signatures of three distinct signers eight times in order
to produce 24 fake signatures for each real signer.
Thusly, there were 1,320 authentic marks and 1,320
phony marks in the dataset.

B. Preprocessing

To simplify things, images are converted to grayscale,
and then CNN training is stabilized by normalizing
pixel values to a standard range of [0, 1]. After that,
images are resized to a set size to guarantee uniformity
in the CNN input. To improve image quality and draw
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attention to signature strokes, noise reduction
techniques like linearization and Gaussian blur can be
used as an option. The input data is standardized and
optimized in these steps for CNN and HOG's accurate
and efficient feature extraction.

C  Feature Extraction

A histogram of the point bearings or edge directions for
the pixels inside every area is produced after the picture
has been divided into small, related locales (cells).
After that, the gradient orientation that emerged was
put to use. Within the spatial region, nearby cells were
organized into groups after each cell was discredited
into precise containers. At this point, the pixel of each
cell gives its precise canister a weighted angle. Finally,
the normalized collection of histograms communicates
with the piece histogram and the descriptor, which
serves as the foundation for histogram collection and
normalization.

D.  Algorithm used

1. Hog Algorithm

A histogram of the point bearings or edge directions for
the pixels inside every area is produced after the picture
has been divided into small, related locales (cells).
After that, the gradient orientation that emerged was
put to use. Within the spatial region, nearby cells were
organized into groups after each cell was discredited
into precise containers. At this point, the pixel of each
cell gives its precise canister a weighted angle. Finally,
the normalized collection of histograms communicates
with the piece histogram and the descriptor, which
serves as the foundation for histogram collection and
normalization.
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CEDAR dataset UTSig dataset

Fig 2: Sample datasets image
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2. CNN Algorithm IV. RESULT
In this study, disconnected signature confirmation was €5 0 o wmm ga o
performed utilizing a profound learning strategy. As a Al SIGNATURE VERIFICATION DEMO
method for deep learning, an ad hoc model of a
Convolutional Neural Network (CNN) was used. A e il

Choase..

CNN has three fundamental layers: the convolution
layer, the sub sampling layer—also known as the
pooling layer—and the fully connected layer. The
distinguishing characteristics of images are recognized
by CNN using convolutional and pooling methods. The
characteristics that were obtained in the early stages are
identified as edges or color information, whereas the
characteristics that were obtained in the later stages
depict portions of forms and objects.

Fig 4 :Home Page
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Fig 3: CNN framework
E.  Feature Selection Fig S: Signature Prediction Page

Include determination includes three fundamental
methodologies channel strategies utilize factual
procedures to rank and choose top highlights, covering
techniques utilize search calculations with a classifier
to recognize the best element subset, and implanted
strategies like Rope or choice trees select significant
highlights during preparing. Cross-validation is used to
make sure that the features chosen will improve
classification performance. Filter methods use o
statistical methods to rank and choose the best features
based on their relevance; wrapper methods use search
algorithms like forward selection or recursive feature
elimination to find a balance between model
complexity and verification accuracy, making it easier

for the system to tell the difference between real and
fake signatures. Fig 6 : Shows the Signature is Original

Al SIGNATURE VERIFICATION DEMO

Image Classifier

Result: Original
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Result: Fake

Fig 7: Shows the Signature is Fake
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Fig 8: Shows the Prediction

V. CONCLUSION

In this work, by selecting the most important features
from both the HOG and CNN methods, merging the
outputs of the two, and testing the extracted features,
we demonstrated a novel method for extracting
features from signature images. The LSTM classifier is
used. With a precision of (95.4%) with the UTSig, the
testing discoveries showed that our recommended
model functioned admirably as far as execution and
prescient limit, which is viewed as a high worth,
particularly taking into account that we assessed
complex imitations, which are more challenging to
recognize than different sorts of phonies, like essential
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or inverse hand fabrications, on the grounds that
talented falsifications are typically extremely near the
first marks.

VI. FUTURE ENHANCEMENT

There are a number of improvements that could be
made in the future to further enhance the proposed
hybrid method for verifying signatures using CNN and
HOG. Transformers or more advanced deep learning
methods like residual networks (ResNet) could be used
to capture more intricate patterns in signature data,
resulting in improved verification efficiency. Other
feature extraction techniques, such as Speeded-Up
Robust Features (SURF) or Scale-Invariant Feature
Transform (SIFT), can also improve the robustness and
richness of the feature set against a variety of forgeries.
By fine-tuning pre-trained models on large image
datasets, transfer learning can be implemented to speed
up training and boost the model's generalization from
limited signature data.
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