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Abstract: The emerging field of the Internet of Things (IoT) requires a low-power-low-range solution in remote
and inaccessible places where connectivity in any form is not possible. The long-range (LoRa) is a portable,
low- power wireless communication device that works on the principle of Chirp Spread Spectrum (CSS)
modulation. The performance of CSS is based on concerning frequency, power consumption, depending on the
type of antenna used for unknown distances. Therefore, 433MHz frequency is used to communicate between
LoRa - end-transmitter node to LoRa-end receiver node with a fixed bandwidth of 125 kHz in the premises of
Symbiosis. The proposed project involves creating a bidirectional communication system using ESP32
microcontrollers, OLED displays, and keyboards, with wireless connectivity via LoRa technology. Two
identical units will be built, each with an ESP32, an OLED display, and a keypad. The constant data size, also
known as the data-packet of 11-bytes, is sent wirelessly through transmitter-node and receiver-node at different
locations. The simulation of LoRa spread spectrum modulation, showcases its resilience in demodulating signals
in -20dB noise with minimal error. Using specialized software, we'll create a comprehensive simulation
environment, generating and transmitting chirp signals while introducing controlled noise levels. We'll then
implement a demodulation process and analyse error rates. The chosen antenna will be physically
constructed, integrated into the LoRa system, and thoroughly tested for performance. The proposed project
presents an innovative solution for long-range communication using LoRa technology. The combination of
robust hardware and wireless capabilities opens numerous possibilities for practical applications in various
domains.

Keywords: Long-Range (LoRa), Chirp Spread Spectrum (CSS), 433MH?, frequency radio, fixed bandwidth
of 125 kHz

I. INTRODUCTION Integrating LoRa technology further fortifies the
system's resilience and adaptability, particularly in

In today's interconnected world, the necessity for
robust and dependable communication systems
transcends  geographical boundaries. However,
conventional methods often falter in remote or
challenging terrains like mountainous regions, dense
forests, or disaster-stricken areas. In such contexts,
establishing and sustaining seamless communication
can be a matter of life or death. Recognizing this
imperative, a project proposes a solution by leveraging
the capabilities of ESP32 microcontrollers, esteemed
for their versatility and efficiency. Coupled with
OLED displays and keyboards for user interaction, this
initiative lays the groundwork for a communication
system resilient enough to operate in the most
demanding environments.
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scenarios where traditional communication methods
fall short. Unlike GSM communication, which
operates on higher frequency and  bandwidth
ranges, LoRa technology operates in the
unlicensed Industrial, Scientific, and Medical bands
(ISM-B). This flexibility allows for cost-effective
deployment  with  customizable  bandwidth
availability, making it ideal for diverse environments.

Antenna selection is crucial, dictated by factors like
frequency range, location, and mounting method.
Whether mag-mounted, adhesive-mounted, or PCB-
mounted, antennas must meet specific electrical and
mechanical specifications to ensure optimal
performance. Bidirectional communication systems,
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facilitated by these technologies, find extensive
applications across various industries and domains.

In environmental monitoring, they are indispensable
for collecting data from remote sensors, enabling
real-time analysis crucial for weather monitoring,
precision agriculture, and wildlife conservation.
Similarly, in emergency response and disaster
management, bidirectional communication systems
serve as lifelines for first responders, facilitating
coordination and rapid resource deployment in
compromised infrastructure scenarios. Moreover,
they aid in disseminating critical information to
affected  populations, enhancing  situational
awareness and safety.

In outdoor activities like hiking, mountaineering, and
marine exploration, these systems offer a reliable
means of communication where cellular networks are
absent or unreliable. They ensure the safety and well-
being of adventurers by providing a lifeline to
civilization in remote or hazardous environments.

The project's choice of ESP32 microcontrollers,
OLED displays, keyboards, and LoRa technology
represents a strategic fusion of efficiency,
adaptability, and resilience. By leveraging these
technologies, the communication system addresses
the inherent challenges of remote and demanding
terrains, offering a lifeline in emergencies and
enabling seamless communication in otherwise
inaccessible areas.

In essence, this project embodies innovation driven
by a deep understanding of the critical need for
effective communication in diverse environments. Its
holistic approach, from hardware selection to
application scenarios,remote, challenging, and
emergency contexts, ultimately saving lives and
enhancing societal resilience.

II.  PRINCIPLE USED IN LORA MODULE

Chirp spread spectrum (CSS) is a modulation
technique that uses a linear frequency ramp, known
as a chirp, to encode information. In CSS, the
frequency of the transmitted signal varies linearly
over time, resulting in a signal that sweeps through a
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range of frequencies. This sweeping characteristic
allows for efficient use of bandwidth and provides
inherent resistance against narrowband
interference[4]. CSS is often used in wireless
communications, such as in GPS and Bluetooth. It is
also used in some military applications. Oneof the
advantages of CSS is that it is very robust to
narrowband interference. This is because the chirp
signal is spread over a wide range of frequencies, so
any narrowband interference will only affect a small
portion of the signal. CSS is like the soundproofing in
a bustling city apartment; it helps your signals get
through the noise. CSS acts like a master of efficiency
in the world of bandwidth, spreading its signal thinly
across a wide range of frequencies but utilizing only
a fraction to convey information. This makes it a
perfect fit for scenarios where bandwidth is a precious
commodity, such as in wireless communications.

III. BLOCK DIAGRAM OF LORA
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Fig 1: Block diagram of LoRa connectivity and
embedded system using CSS

The ESP32 microcontrollers are responsible for
controlling the system, while the OLED displays
provide a user interface. The keypads allow users to
input data, and the underscores its potential to
revolutionize communication in LoRa modules serve
as the vanguards of long-distance wireless
communication, their modular design fostering
effortless system tailoring and scalability. Expanding
the system becomes a straightforward affair — just
connect additional sensors or actuators to the
corresponding modules, unlocking boundless
possibilities with ease.

The ESP32 microcontrollers are the brains of the
system. In simpler terms, they're like the brain of the
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operation, overseeing everything and handling all the
information. The OLED displays provide a user
interface for the system. Users can interact with the
system by pressing the buttons on the keypad and
viewing the information on the display. The keypads
allow users to input data into the system. This
information can either direct the system’s operations
or offer insight back to the user.The LoRa modules
provide long-range wireless communication for the
system. This allows the system to communicate with
other systems or with the internet. The modular
design of the system makes it easy to customize and
expand. For example, if you need to add a new sensor
to the system, you can simply connect it to the
appropriate module. Similarly, if you need to add a
new actuator to the system[4], you can simply
connect it to the appropriate module. This modular
design makes it easy to adapt the system to your
specific needs.

Message Composition in Unit A: In Unit A, the user
engages with the keypad to compose a message. The
keypad's layout and tactile feedback enhance the user
experience by making it easy to find the right keys
and providing feedback that the key has been pressed.
The keystrokes are processed by the microcontroller,
which translates them into digital data. The ESP32,
with its dual- core architecture, efficiently manages
this process while ensuring responsiveness. The
microcontroller then sends the digital data to the
display, which displays the message as it is being
composed. The user can then edit the message as
needed, and when they are finished, they can send the
message by pressing the send button.

Wireless Transmission via LoRa: Once the
message 1s composed, the ESP32 initiates the
encoding process. The data is formatted for
transmission, which includes error-checking
mechanisms for reliability. The LoRa module in Unit
A takes on the task of transmitting data efficiently
over long distances. It employs a technique known as
Chirp Spread Spectrum (CSS), where the data is
encoded in a signal that changes its frequency over
time in a linear manner. This method helps combat
interference and noise by spreading them out across a
wider frequency range, making the signal more

ISSN [Online]: 2583-2654
resilient. Additionally, the module uses Forward
Error Correction (FEC), which involves adding
redundant data to the transmitted signal. This
redundant information acts as a safety net, allowing
the receiver to correct any errors that may occur
during transmission, thus improving overall
reliability. By combining CSS and FEC, the LoRa
module ensures that data is transmitted reliably even
over challenging terrains or in environments with
significant interference. Essentially, it's like sending
a message in a way that makes it tough for
disturbances to disrupt, and adding extra checks to
catch any mistakes along the journey, guaranteeing
that the data reaches its destination intact.

Message Reception in Unit B: In parallel, Unit B's
LoRa module diligently receives the transmitted data
packet. This reception process is characterized by
LoRa's exceptional sensitivity and the ability to pick
up signals even in challenging environments, such as
those with a lot of interference or noise. Upon
reception, the ESP32 in Unit B takes control. It
meticulously processes the received data, decoding it
to retrieve the original message. The ESP32 is a
powerful microcontroller that is well-suited for this
task. It has a built-in LoRa module, which makes it
easy to connect to the LoRa network. The ESP32 also
has a powerful processor that can quickly decode the
received data.Receiving with Antennas - On the
receiving end, the antenna plays an equally critical
role. When another LoRa device or gateway transmits
data, the antenna captures the electromagnetic waves
carrying this information. It then transforms these
waves back into electrical signals, delivering them to
the LoRa module for demodulation and further
processing.

Displaying the Received Message: With the message
decoded, the ESP32 in Unit B orchestrates the
presentation.

It instructs the OLED display to render the message
in a legible format. The OLED display, characterized
by its high contrast and wide viewing angles,
faithfully reproduces the message. This visual
representation ensures that the recipient can easily
read and comprehend the incoming communication.
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The bidirectional data flow allows for two-way
communication between Unit A and Unit B. This
means that either unit can send or receive messages,
which creates a more dynamic and versatile platform
for real-time communication. This versatility makes
the system ideal for a variety of scenarios, such as
remote monitoring and emergency response, where
reliable long-distance communication is essential. In
remote monitoring, the system can be used to send
and receive data from sensors or cameras that are
located in remote areas. This system enables real-time
monitoring of remote areas, aiding in early hazard
detection. In  emergencies, it  facilitates
communication with first responders in distant
locations, providing crucial updates for swift and
effective response efforts, ensuring safety and
mitigating risks in challenging environments.This
allows for quick and efficient communication, which
can be essential in saving lives. The system's
bidirectional data flow is a keyfeature that makes it
ideal for these and other scenarios.

IV. CIRCUIT DIAGRAM
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Fig 2: circuit connection of hardware

ESP32 to LoRa Module: Connect ESP32 GPIO pins
for SPI communication (e.g., MOSI, MISO, SCK,
NSS) to corresponding pins on the LoRa module.
Ensure proper wiring and configuration of SPI
communication. ESP32 to OLED Display:
ConnectESP32 GPIO pins for 12C or SPI
communication to the corresponding pins (e.g.,
SDA, SCLor MOSI, SCK) on the OLED display.
Set up the proper communication protocol and
wiring configuration (12C or SPI). ESP32 to Matrix
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Keypad: Connect ESP32 GPIO pins to the rows and
columns of the matrix keypad. Ensure proper wiring
of the keypad, including defining row and column
pins and configuring the keypad library
accordingly. LoRa Module to Antenna: Connect the
LoRa module to the ground plane antenna using the
appropriate connectors or soldering methods.
Ensure a proper ground plane for the antenna for
optimal performance.
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Fig 3: Flow chart of code

The program begins execution and Initialization
tasks are performed, such as configuring pins,
setting up communication interfaces, and
initializing variables. In the main program loop the
system continually operates. Checking for Keypad
Input. The system checks if there's any input from
the keypad. If yes, it proceeds to get the user input
and sends a LoRa packet containing the input
message. [f no input is detected, it continues looping
until input is received. Gets User Input and Send
LoRa Packet: Upon receiving keypad input, the
system retrieves the user input and sends a LoRa
packet containing the message.
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Waits for LoRa ACK: The system waits for
anacknowledgment (ACK) from the LoRa receiver
indicating successful reception of the packet. Check
LoRa ACK Received: If an ACK is received, the
system indicates delivery success and proceeds to
end. Ifno ACK is received within the specified time,
the system indicates delivery failure and proceeds to
end.

VI. RESULT

Hardware results for LoRa-based wireless
communication using embedded system interfacing
demonstrate successful transmission and reception
of LoRa signals. The embedded system effectively
interfaces with LoRa modules, achieving reliable
long-range communication with minimal power
consumption, suitable for diverse IoT and smart city
applications. The distance of LoRa end Transmitter
to LoRa end receiver node is measured in clear line
of sight, using a ground plane antenna.
s

Fig 4: Hardware of Loa T;ahsceiver systém

The above figure 4 shows LoRa end transmitter and
receiver node where a message can be sent and
received, in clear and non clear line of sight. The
keypad system here serves as a vital tool in
environments where quick and accurate
communication during emergencies is of utmost
importance, such as in hospitals or buildings with
security desks.

In scenarios where a sudden emergency, like a fire,
occurs. In such situations, time is of the essence, and
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to the type of emergency, like "Fire." This action
instantly sends a pre-programmed message, such as
"Fire! Send engine," conveying the urgency and
nature of the situation.

Table 1: Emergency response message and its
response

Code Emergency Message Response
0 Fire! Send engine. Fire engine dispatched.

Medical! Ambulance! Ambulance en route.

Suspicious package! Bomb squad dispatched.

1

2 Police! Urgent! Police responding.

3 Evacuate now! Evacuation initiated.

4 Rescue needed! Rescue team deployed.

5  Hazmat alert! Hazmat team alerted.

6 Disaster, respond! Emergency teams mobilized.
7 Traffic accident! Traffic response initiated.

8 Civil unrest! Police intervention underway.
9 Water rescue! Rescue team dispatched.

A Gas leak! Gas leak response initiated.
B Power outage! Power restoration in progress.
c

D

Weather alert! Shelter advised.

Simultaneously, the system triggers an appropriate
response, such as dispatching a fire engine. This
predefined set of messages as shown in the table 5.1
and responses streamlines the communication
process, ensuring that critical information is relayed
swiftly and accurately. By eliminating the need to
compose messages on the spot, this system helps
minimize delays, confusion, and errors during high-
pressure situations, ultimately enhancing overall
emergency response efficiency and effectiveness.

L

Fig 5- Unit A of LoRa module

The figure 4 shows Unit A of LoRa module where
articulate the nature of the emergency, staff can  when key 1 is pressed in the keypad it displays “Fire!

simply press a designated button corresponding  Send engine” as sent message and at Unit B of LoRa
- - - - |

every second counts. Instead of struggling to
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module as shown in figure 5 it displays “Fire engine
dispatched” as the received message.

T

—

I — — . — F_ —
T Enee: Snrr e B

Fig 6- Unit B of LoRa module

VIl CONCLUSION

In environments where jammers are deployed to
control or disrupt wireless communication, the
implementation of LoRa technology offers valuable
advantages. LoRa's resilience to jamming interference
ensures consistent and reliable connectivity, even in the
presence of intentional signal disruptions. This
reliability is crucial for critical applications such as
emergency communication, military operations, and
prison security, where uninterrupted communication is
essential. By providing a robust communication
solution that operates effectively in jamming-prone
environments, LoRa technology enhances operational
efficiency, safety, and security in these settings,
mitigating the impact of intentional interference and
ensuring continuous connectivity when it's needed
most.
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