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Abstract: The widespread availability of DeepFake technology has created serious issues about digital media 
genuineness and the dissemination of disinformation. This project introduces an AI-driven DeepFake 
Detection System implemented using Flask as a web framework and PyTorch as a deep learning backend. The 
system uses a hybrid framework mixing a ResNeXt-50 convolutional neural network and an LSTM layer to 
learn both spatial and temporal features from video sequences. Facial regions are retrieved with the 
face_recognition library, and a series of frames is processed to decide whether the content is REAL or FAKE. 
The application allows users to upload video files via web interface, extract faces and frames automatically, 
and conduct DeepFake detection with visual outputs like frame annotations and heatmaps. The system also 
marks identified faces with colored bounding boxes— red for fake and green for real—and superimposes 
classification labels for easy understanding. The model returns a confidence score for its prediction and retains 
processed frames to visualize results. This project demonstrates the combination of web technologies, 
computer vision, and deep learning to tackle the increasing threat of AI-manipulated media detection, offering 
a useful tool in the promotion of media integrity and forensic examination. 
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I.INTRODUCTION 

The rapid growth of DeepFake technology has 
sparked serious issues in ensuring authenticity 
for digital media and the dissemination of 
disinformation. DeepFakes, which refer to the 
application of artificial intelligence for 
synthetic but realistic videos, present risks to 
personal privacy, political security, and 
confidence in public institutions. With 
advancements in synthetic media, it is 
imperative that efficient detection systems are 
put in place to maintain the integrity of digital 
content. 
 
This project outlines an AI-based DeepFake 
Detection System that combines web 
technologies with sophisticated deep learning 
models to detect fake videos. The system is 
implemented using  
 

 
Flask as the web framework and PyTorch as the 
deep learning backend, offering a smooth interface 
for users to upload and analyze video content. The 
underlying detection mechanism is centered around 
a ResNeXt-50 hybrid model that incorporates a 
convolutional neural network (CNN) and Long 
Short-Term Memory (LSTM) networks. The 
ResNeXt-50 is charged with extracting spatial 
information from the frames of individual videos, 
picking up on subtle details that could suggest 
tampering. Concurrently, the LSTM network 
examines temporal sequences for over-time 
inconsistencies, such as unusual facial movements 
or irregular blinking patterns. This integration 
enables the system to properly learn both spatial 
and temporal features from video sequences, which 
strengthens its capability to distinguish between 
original and tampered content. 
 
The application makes use of the face recognition 
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library in order to recognize and extract facial 
areas from video frames. After faces are 
detected, a sequence of frames is processed to 
check whether the content is authentic or not. 
The system delivers visual outputs such as 
frame annotations and heatmaps to describe 
areas of concern. Detected faces are highlighted 
by colored bounding boxes—red for synthetic 
and green for real—and classification labels are 
overlayer to avoid ambiguity. Furthermore, the 
model also gives a confidence measure of its 
output and stores processed frames to make it 
easier to visualize results. Through the 
combination of web technologies, computer 
vision, and deep learning, this project provides 
a real-world tool for identifying AI-
manipulated media. It is a useful asset in 
fostering media integrity and aiding forensic 
analysis, responding to the increasing threat 
presented by DeepFakes in the digital world. 
 
II. RELATED STUDY 

The  growing  complexity of  DeepFake 
technologies has motivated widespread 
research into detection methods that are 
capable of reliably identifying manipulated 
media. One of the notable techniques is the use 
of Convolutional Neural   Networks  
(CNNs) combined with Long Short-Term 
Memory (LSTM) networks in order to 
capture both spatial and temporal features 
embedded in video data. A hybrid CNN- 
LSTM model that utilizes optical flow 
features to facilitate temporal analysis. This 
model showed impressive accuracy over 
several datasets, such as DFDC, with respective 
of 66.26%, 91.21%, and 79.49%. Likewise, a 
study by Mallet et al. presented a deepfake 
detection paradigm based on LSTM and 
multilayer perceptron architectures, with a 
highest accuracy of 74.7% over the 140k Real 
and Fake Faces dataset. 
 
In a different study, Singha et al. constructed a 
detection model that integrates ResNeXt-101 
and LSTM architectures, which was trained on 

data such as DFDC, FF++, and Celeb-DF. Their 
model was designed to fight the battle of 
sophisticated video manipulation methods. In 
addition, Srinivas et al. emphasized temporal 
analysis of facial dynamics with LSTM and 
ResNeXt architectures for contributions in digital 
forensics and cybersecurity. 
 
These research efforts highlight the effectiveness of 
hybrid architectures that integrate CNNs for spatial 
feature extraction and LSTMs for temporal 
sequence analysis. The combination of such 
architectures has been found effective in improving 
the accuracy of DeepFake detection systems, 
especially when they are trained on varied and rich 
datasets. The continuous development of such 
models is an indication of collective research 
efforts towards creating effective countermeasures 
against the spread of AI-generated synthetic media. 
 
The Al-based Deepfake face manipulation 
detection methodology involves several key steps. 
First, the Face Forensics++ dataset is used to 
acquire diverse facial manipulation techniques, 
forming the foundation for model training. Images 
are then pre-processed using OpenCV for resizing, 
cropping, and normalizing, ensuring consistency 
for the model. A Convolutional Neural Network 
(CNN) is developed using TensorFlow and Keras, 
focusing on feature extraction and classification to 
detect facial manipulations. The model is trained 
and evaluated on a split dataset to assess its 
performance in distinguishing real from 
manipulated images. 
 

The approach offers advantages like a diverse 
dataset, high validation accuracy (85%), and a 
robust CNN framework, with ongoing monitoring 
to adapt to new Deepfake techniques. Ethical 
considerations and educational resources are 
included to promote responsible Al use. However, 
the methodology has limitations, such as the 
computational resources needed for the complex 
CNN model and the potential for overfitting, as 
reflected in a lower test accuracy of 77%. There are 
also ethical risks, as the same Al techniques could 
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be misused, and continuous updates require 
ongoing resources. Despite these challenges, 
the methodology provides a solid framework 
for improving Deepfake detection and 
preserving digital media integrity. [4] 
 
This study proposes a two-step approach to 
detect Face Swap-based deepfakes using 
landmark detection and classifier training. First, 
Dlib is used to compute facial landmarks, 
which are then fed into two classifiers SVM and 
ANN. SVM outperforms ANN due to its 
resistance to Network (RNN) incorporating 
Long Short-Term Memory (LSTM) cells was 
employed. LSTM cells were specifically chosen 
due to their ability to retain long-term 
dependencies and address the vanishing 
gradient problem often encountered during 
training. This makes LSTMS particularly well-
suited for sequential data, such as video frames, 
where temporal coherence is vital. 
 

Additionally, the RNN was designed as 
bidirectional, enabling it to process temporal 
information in both forward and backward 
directions.    This  bidirectional  approach 
ensures that  the  model    captures 
comprehensive temporal dynamics, such as 
the flow of facial movements and transitions 
between frames. By leveraging LSTM's 
memory  retention capabilities and 
bidirectional   processing,   the system  is 
equipped  to  discern   subtle   temporal 
inconsistencies, enhancing its ability to 
accurately detect deepfake manipulations. 

 

Feature fusion and network architecture the 
system combines spatial and temporal 
information through feature fusion, where 
spatial features extracted by the CNN are 
flattened and fed into the RNN for sequential 
analysis. This hybrid architecture effectively 
captures both static anomalies, such as facial 
distortions, and dynamic inconsistencies, such 
as unnatural transitions across frames.The CNN 

and RNN modules are connected to fully connected 
layers, with a sigmoid activation function used to 
classify videos as real or fake.Training and 
Optimization. The training process utilizes a binary 
cross-entropy loss function, optimized with the 
Adam algorithm for efficient convergence. 
Hyperparameters, such as learning rates, batch 
sizes, and the number of hidden units in the RNN, 
are fine-tuned to maximize the model's 
performance. Regularization techniques, including 
dropout and batch normalization, are employed to 
prevent overfitting and improve generalization to 
unseen data. 
 
Evaluation metrics the model's performance is 
rigorously evaluated using a separate test dataset 
comprising diverse deepfake variations and real- 
world conditions. Metrics such as accuracy. 
precision, recall, and F1 score are used to assess its 
efficacy in distinguishing authentic content from 
manipulated videos. These evaluations confirm the 
system's reliability and robustness in detecting 
deepfakes in multimedia 43/47. This methodology 
ensures a comprehensive deepfake detection, 
leveraging both spatial and temporal cues to create 
a robust and accurate detection 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 1 framework.System Architecture 
 

III. METHODOLOGY 

The user interface of the deepfake detection system 
demonstrates a cutting-edge yet accessible design, 
seeking to harmoniously Integrate functionality and 
usability for diverse users. The design includes 
intuitive navigation items like "Home," "Login," 
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and "Accuracy," supplemented by an 
"Abstract" button giving a brief description of 
the aim, methodology, and capability of the 
project. The visual aesthetic most prominently 
includes a futuristic, Al-inspired look and feel, 
with a face overlaid by complex patterns of 
circuits, representing the unification of 
sophisticated artificial intelligence and machine 
learning methods within digital forensics. 

This platform harnesses the latest machine 
learning algorithms, including convolutional 
neural networks (CNNs) for spatial anomaly 
detection and recurrent neural networks 
(RNNs) for temporal discrepancy analysis in 
videos, to detect manipulated material with 
high accuracy. Adding an accuracy indicator 
provides a level of transparency, with real- time 
feedback given on the system's reliability and 
detection results. By focusing on an exciting, 
responsive, and functional user experience, this 
interface not only allows efficient identification 
of manipulated media but also underscores the 
ethical use of Al in fighting misinformation and 
protecting the integrity of digital material. This 
novel approach makes the platform an essential 
tool in contemporary digital forensics and 
media verification. 

Fig 2 

 
The title prominently displayed on the interface 
establishes the core purpose of the system, 
which is to detect deepfakes through innovative 
Al- driven methods. Navigation options such as 
"Home" and "Login" ensure ease of access and 

usability, reinforcing the platform's user- centered 
approach. This design conveys a sense of 
technological sophistication while maintaining 
clarity, making it accessible to both technical 
experts and general users. The interface serves as a 
gateway to an Al-powered system capable of 
detecting anomalies in facial movements, 
expressions, and data patterns, addressing the 
critical challenge of combating digital 
manipulation in the modern era. 

The login interface of the Deepfake Face Detection 
system reflects a user-friendly and secure entry 
point for accessing the application. The page is 
designed with simplicity and clarity, ensuring an 
efficient user experience. The minimalistic layout 
consists of fields for username and password, along 
with a prominent "Login" button, which 
underscores the focus on accessibility and usability. 
The blue background with interconnected digital 
patterns visually reinforces the platform's reliance 
on advanced Al and machine learning technologies, 
conveying an atmosphere of innovation and trust. 
The top navigation bar includes the "Home" and 
"Login" options, making it intuitive for users to 
navigate. This secure login interface is an essential 
component, ensuring that only authorized users can            

                

  

  

                                               

  

 

Fig 3 

access sensitive features and and data within the 
system, thereby safeguarding its integrity and 
functionality. This design reflects a commitment to 
both ease of use and robust security, critical for 
applications dealing with deepfake detection 
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The displayed interface represents the front 
page of a deepfake detection platform. This 
system is designed to utilize advanced artificial 
intelligence (Al) algorithms to analyze digital 
media, specifically videos and images, to 
identify potential signs of manipulation or  

Fig 4 

tampering. The primary objective of this 
platform is to combat the proliferation of 
deepfake content, which poses significant 
threats to the credibility of digital information. 
By providing users with the ability to upload 
their media for analysis, the system generates 
detailed reports that highlight any detected 
deepfake elements. This solution ensures the 
integrity of digital content and fosters trust in 
media authenticity. Such a platform 
demonstrates the practical application of Al 
technologies in addressing real-world 
challenges like digital misinformation and 
media manipulation. 
 
The interface depicted above represents the 
video upload page of a deepfake detection 
platform. It provides users with a simple and 
user-friendly mechanism to submit video files 
for analysis. The interface includes a clear 
"Choose File option, allowing users to select 
the desired video from their local storage, along 
with an "Upload" button to initiate the analysis 
process. The streamlined design ensures ease of 
use while maintaining a professional aesthetic, 
utilizing a modern blue background with 

interconnected digital patterns that symbolize 
technological sophistication. This page serves as the 
critical first step in the workflow, where users 
provide input data for the platformí's Al- driven 
algorithms to detect any potential deepfake 
manipulation. By emphasizing accessibility and 
efficiency, this interface plays a pivotal role in 
enabling the practical application of deepfake 
detection technology, 

Fig 5 
 

The displayed interface showcases the results page 
of a deepfake detection platform, illustrating the 
various steps involved in the analysis process. 
Initially, frames are extracted from the uploaded 
video, allowing the system to segment the video 
into individual images for frame-by-frame analysis. 
Following this, the platform identifies, and extracts 
faces from the frames, which are then analyzed for 
signs of tampering or manipulation. The results 
section provides a detailed evaluation, including a 
prediction indicating whether the video is genuine 
or a deep fake. Additionally, the system includes a 
confidence percentage. which quantifies the 
certainty of the prediction, as seen in this example, 
where the prediction is "REAL with confidence 
level of 99.79%. This visualization demonstrates 
the systematic and transparent approach adopted by 
the platform to ensure reliable detection of 
deepfakes, leveraging Al-based image analysis 
techniques to maintain the integrity of digital media. 
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Fig 6 

IV. CONCLUSION 

Deepfake technology is a double-edged sword, 
offering both opportunities for innovation and 
significant challenges for security, trust, and 
ethics in the digital age. Its misuse. particularly 
for spreading misinformation, committing 
identity theft, and undermining digital integrity, 
highlights the pressing need for effective 
detection and mitigation strategies. At the same 
time, the potential positive applications of this 
technology, such as enhancing creative 
industries, education, and entertainment, 
underscore the Importance of responsibly 
harnessing its capabilities. 
 
This research introduced a robust deepfake 
detection framework that leverages the 
complementary strengths of Convolutional 
Neural Networks (CNNs) and Recurrent Neural 
Networks (RNNs). By combining CNNs for 
spatial feature extraction with RNNs, 
specifically bidirectional LSTMs, for temporal 

pattern analysis, the model demonstrates 
remarkable accuracy and adaptability. Techniques 
such as custom loss functions, data augmentation, 
and hyperparameter optimization further enhance 
its performance, ensuring reliability across diverse 
scenarios. The proposed system provides a 
significant step forward in real- time deepfake 
detection, offering practical solutions for 
safeguarding the authenticity of multimedia 
content. 
 

Despite these advancements, several challenges 
remain. The computational intensity of the model 
and the reliance on high-quality, diverse datasets 
limit its scalability and widespread 
implementation. Additionally, the continuous 
evolution of deepfake technologies necessitates 
regular updates and refinements to detection 
systems to maintain their effectiveness. Future 
research should focus on optimizing these 
models for efficiency, reducing resource 
requirements, and exploring novel approaches like 
federated. learning to enhance data diversity 
without compromising privacy. 
 
Ethical considerations are equally vital. As 
detection technologies become more advanced, 
their responsible use must be ensured to prevent 
misuse or unintended consequences. Developing 
transparent and explainable Al systems can foster 
trust and acceptance among users, furthering the 
impact of these technologies. Collaboration 
between researchers, policymakers, and industry 
stakeholders is crucial in creating a robust 
framework for managing deepfake risks. 
 
In conclusion, the study underscores the importance 
of interdisciplinary efforts in addressing the 
challenges posed by deepfake technology. By 
bridging gaps in technical innovation, policy-
making, and ethical considerations, society can 
combat the risks associated with deepfakes while 
leveraging their potential for positive applications. 
This research serves as a foundational step toward 
securing digital integrity and fostering trust in the 
era of Al-driven media 
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V. LIMITATIONS 

Deepfake detection tools, though evolving, are 
subject to a number of serious limitations that 
impact their efficacy and credibility. One of the 
major challenges is the fast development of 
deepfake generation methods. As the 
technologies evolve, detection tools tend to lag 
behind, resulting in lower accuracy and greater 
susceptibility to novel manipulation techniques. 

Another key concern is the non- 
generalizability to varied datasets. Models that 
have been trained on certain datasets might not 
generalize well when applied to new or 
unknown deepfake generation methods, and 
therefore ongoing updates and increases in 
training datasets are necessary to cover a wider 
variety of deepfake approaches and real-world 
applications. Real-time processing is also a 
major challenge. Identification of deepfakes in 
real-time, particularly in high-resolution video 
feeds, needs tremendous computing power. 
This requirement can overburden system 
resources, resulting in delays or decreased 
precision, especially when used on less capable 
devices. 
 
The input data quality also makes detection 
more difficult. Low resolution, compression 
artifacts, and lighting conditions are some of 
the factors that can introduce noise and lead to 
f alse positives or negatives. Maintaining 
consistent input quality is crucial for effective 
detection, but such conditions are usually not 
within the control of the detection system. 
Furthermore, reliance on large annotated 
datasets is a challenge. The acquisition and 
annotation of such datasets are time and 
resource-consuming. Furthermore, the quality 
and variety of these datasets directly affect the 
performance of the model, and dataset biases 
result in biased detection outcomes. 
 
Ethical as well as privacy issues also come up in 
connection with the use of deepfake detection 
technologies. Of specific concern is how 

sensitive or personal data is managed. Compliance 
with data protection laws and respecting user 
privacy are of the utmost importance. Further, 
potential abuse of detection technology for 
surveillance or profiling is something that requires 
serious consideration and regulation. Finally, the 
non-interpretability of most detection models is a 
major impediment. Deep learning models tend to be 
"black boxes," which makes it challenging to 
understand how they make decisions. This absence 
of transparency has the potential to erode 
confidence in the system and limit its use in 
important applications. 
 
VI. FUTURE WORK 

To address these limitations and continue 
improving the system, we have several exciting 
directions for future development. 
 
The existing AI-powered DeepFake Detection 
System proved effective in distinguishing 
manipulated videos using both spatial and temporal 
features. To improve its robustness, scalability, as 
well as being usable across multiple real-world 
setups, various aspects for future improvement are 
suggested. Inclusion of the latest architectures like 
Vision Transformers (ViT) or hybrid models based 
on CNN-LSTM- Transformers could enhance the 
detection capacity of sophisticated spatial and 
temporal patterns in videos. The employment of 
pre- trained models and then fine-tuning them using 
datasets of a domain of interest may significantly 
enhance accuracy, particularly when it comes to 
subtly manipulated videos. Application of 
adversarial training strategies can harden the model 
against highly complex deepfake generating 
approaches. 
 
Increasing the training sets to support a broader 
range of deepfake generation approaches and real-
life situations can enhance the model's ability to 
generalize. Creating synthetic deepfake videos with 
alternative methods can increase the size of the 
dataset, offering more diverse training examples. 
This strategy can enable the model to learn about 



Swanirman Sunirmit Publications of Research - 7th ICRTTEAS July 2025 | [2025-26]        
                                                                                                                                       ISSN [Online]: 2583-2654  

  

www.swanirmanconsultancy.in 279 

 

developing deepfake technologies and retain 
high detection rates. 
 
Having the system operate on edge devices can 
enable real-time deepfake detection and 
minimize latency and cloud dependency. 
Running the system on cloud-based platforms 
can process high amounts of video data and 
provide scalability and access. Incorporating 
liveness detection models that test micro- 
expressions and eye motion in real-time can 
enable the system to further distinguish real 
users from deepfakes. 
 

Creating tools to visualize the regions of a video 
frame that were used in the deepfake 
classification can enhance user trust and 
comprehension. Enabling users to upload 
images, audio, and text can extend the system's 
usability beyond video material. Using multi-
modal AI systems that integrate audio, facial 
expressions, and metadata for increased 
accuracy can avoid audio-visual discrepancies 
that deepfake generators tend to fail to optimize. 
 
Integration of the detection system with social 
media platforms can facilitate automatic 
marking of suspected deepfake content, helping 
in real-time content moderation. Integration 
with user feedback can aid in regularly 
enhancing the accuracy and reliability of the 
system. Combining forces with organizations to 
embed deepfake detection capabilities and 
sophisticated behavioral analytics based on AI 
into cybersecurity solutions can make the 
system more effective overall. Adoption of 
explainable AI methods can help in gaining 
insights into the decision process of the model, 
leading to trust among users. Ensuring diversity 
and representativeness in training data can 

support reducing biases in deepfake detection. 
Creating digital watermarking and blockchain-
based systems can support authenticating the media 
by establishing an unalterable record of content 
history and alterations. 
 
Through addressing these regions, the DeepFake 
Detection System will develop into an enhanced, 
scalable, and friendly-to-use tool, essentially 
overcoming the adversities presented by fabricated 
digital content. 
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